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We show the finite-key analysis for subcarrier wave quantum key distribution systems using a
fully quantum asymptotic equipartition property technique. This approach is implemented for the
real subcarrier wave quantum key distribution system for the first time.

INTRODUCTION

Growing interest to quantum key distribution
(QKD) systems [1, 2] in the last decades has led
to emergence of a large number of experimen-
tal works dedicated to developing reliable QKD
setups suitable for everyday operation in exist-
ing telecommunication networks. Among them
stand subcarrier wave (SCW) QKD systems,
the most valuable feature of which is excep-
tionally efficient use of quantum channel band-
width and capability of signal multiplexing by
adding independent sets of quantum subcarri-
ers around the same carrier wave. It makes
SCW QKD systems perfect candidates as a
backbone of multiuser quantum networks.

Nevertheless security proofs for different
QKD systems still requires special considera-
tion. There are various approaches to consider
security against general attacks. In this work
we introduce first implementation of finite-key
analysis to the real SCW QKD system.

FINITE-KEY ANALYSIS FOR
SUBCARRIER WAVE QUANTUM KEY

DISTRIBUTION

Despite the significant experimental effort in
the development of SCW QKD systems[3–6, 8],
their security analysis still requires special con-
sideration. Security proof against collective at-
tacks was introduced in [9]. However finite-key
analysis for SCW QKD protocols was missed
until now. In information theory, the “ran-
domness” of one half of a joint system condi-
tioned on having access to the other half can
be quantified with the ε-smooth min-entropy,
Hε

min(A|E). However, the smooth entropies of
a large system are often difficult to calculate.
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Some approaches, such as the fully quantum
asymptotic equipartition property (AEP)[10],
overcome this difficulty by assuming that the
protocol rounds are independent and identi-
cally distributed (IID). Roughly speaking, it
means that for a large number of such rounds,
the operationally relevant total uncertainty can
be well approximated by the sum over all IID
rounds.

After the quantum states are sent and mea-
sured, Alice and Bob each have n-bit strings
A,B, with Eve’s side-information being de-
noted by E. The fully quantum AEP tells us
that for any ε > 0, we have

Hε
min(A|E) ≥ n

(
H(A|E)− δ(ε)√

n

)
, (1)

Hε
max(A|B) ≤ n

(
H(A|B) +

δ(ε)√
n

)
, (2)

where

δ(ε) = 4 log η

√
log

2

ε2
, (3)

where η is entropy convergence parameter and
we maximize it as η = 2 +

√
2. Also we use

Theorems 1 and 2 from [11] as follows:

Hε+ε
min(A|E) ≥ Hε

min(A|E)− 2 log2
1

ε′
, (4)

Hε+ε′

max (A|B) ≤ Hε
max(A|B) + log2

1

ε′
. (5)

Applying this technique to our system we ob-
tain the final expression for the length of the
extracted key:

K = (n− k)(1−H(A|E)− δ(εS)√
n− k

)− (6)

− codeEC −
√
nδ(εS)− 2 log2

1

εPA
− log2

1

εEC
,

where k is the amount of bits used for estimat-
ing the number of errors are discarded com-
pletely, andH(A|E) is the conditional von Neu-
mann entropy and codeEC is the number of bits
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sent when the error correction protocol is im-
plemented (LPDC code).

RESULTS

In this work finite-key analysis based on
fully quantum asymptotic equipartition prop-

erty technique the real SCW QKD system was
shown for the first time.

The obtained results are important for con-
structing real secure long-distance QKD links
and multiuser quantum networks by exploiting
advantages of the SCW QKD: ultra-high QKD
bandwidth capacity and compatibility with the
existing optical communication infrastructure.
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